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As designers, what and how
do we think about
security and privacy
of Information and
Communication Systems?




People have different

privacy and security concerns




RESPONSIBILITY ON THE USERS HANDS

Picture source: http://bitly/1xFLsp\W

—



http://bit.ly/1xFLspW
http://bit.ly/1xFLspW

citi

Banking Credit Cards Lending Investi

" | First time user?

REGISTER

@ SIGN ON TO CITIBANK
User ID

@ Remember my User ID

SIGN ON

Email or Phone Password

B Keep me logged in Forgot your password?

Sign Up

It’s free and always will be.

First Name | ast Name
Your Email
Re-enter Email
New Password
Birthday
Month § Day ¥ Year &% xzyb?:r:dr;igd to p

_ Female © Male



BETWEEN PUBLIC AND PRIVATE
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Unknown and unpredictable
security and privacy

threats and failures
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DIVERSE PEOPLE: A “WORLD” USING ICSs
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|CSs entalil
multiple use scenarios




SAME SYSTEM, DIFFERENT USE
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DIFFERENT SECURITY AND PRIVACY SCENARIOS
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Information and Communication

Systems also change
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COMPLEX SYSTEMS
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Aspects of security and privacy in
|CSs show the characteristics of

complex systems
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COEVOLUTION
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As complex systems, ICSs entalil

user-system coevolution
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User-System Coevolution
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SECURITY AND PRIVACY CHALLENGES
FOR EXPERIENCE DESIGN

Heterogeneity of users

User's privacy and security
concerns and behaviors

Multiple use scenarios N Complex System

Evolvable use scenarios

Evolution on ICT infrastructure




FRAMEWORK

Security
and Privacy
Matters
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SECURITY AND PRIVACY MATTERS
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PERSONALIZATION
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PERSONALIZATION
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ADAPTABILITY, EXPANDABILITY AND USABILITY
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ADAPTABILITY, EXPANDABILITY AND USABILITY
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UNINTENTIONAL DISCLOSURE
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WHAT IS THE MEANING OF THIS RELATION?




The experience designer as
translator and communicator

of knowledge
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|CSs entail a challenge for
both design practice

and design pedagogy







We proposed an experience
design framework constituted

by six security and
privacy principles




Security and Privacy Matters

Personalization
Adaptability

Expandability
Usability

Avoid Unintentional Disclosure




Complex Systems

Heterogeneity of Users
Multiple and Evolvable Use Scenarios
User-System Coevolution

Security and Privacy

Experience Design




Our attemptis to open
a conversation about security
and privacy, and also about the
implications of user-system
coevolution in ICSs
for experience design.
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Paper available at:
http://goo.gl/gZ7gsA
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